NHOOPMAIIMOHHAA TIAMATKA
I OBYUYAIOIUXCA

C KaXIpIM TOAOM MOJOJCKH B HMHTEPHETEC CTAaHOBUTHCS OoObIe, a
IIKOJIbHUKU OJIHA W3 CAaMbIX AaKTHUBHBIX I0JIb30BaTeser PyHera. Mexnay Tem,
IIOMHMO OTPOMHOTI0 KOJHWYECTBA BO3MOYKHOCTEH, MHTEPHET HECET M MPOOJIEMBI.
DTa maMsITKa J0JKHA IOMOYb TeOe 0€30IacHO HaXOIUThLCS B CETH.

KomnbrorepHbie BUPYCHI

KoMnbprOTEpHBIN BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IMPOrpamM,
OTJIMYUTEILHOH  OCOOCHHOCTBbIO  KOTOPOM  SABJSIETCSI  CIOCOOHOCTh K
pa3MHOXEHHUIO. B  J0omoiHeHue K 53TOMY, BHUPYChl MOTYT MOBPEAUTH WU
MOJIHOCTBIO ~ YHUYTOXKUTH Bce  (alabl W JaHHBIE, TOJKOHTPOJbHBIC
MOJIb30BATEN0, OT UMEHH KOTOPOTO OblIa 3amlyllieHa 3apakeHHas MporpaMmma, a
TaKXe€ TMOBPEIUTh WU JaXE YHHUTOXKUTH OINEPALMOHHYIO CHUCTEMY CO BCEMU
daiinmamu B 11e710M. B GOJIBIIMHCTBE ClydaeB pacHpOCTPaHSIOTCS BUPYCHI Yepe3
WHTEPHET.

MeTo/b1 3aUThI OT BPEIOHOCHBIX MTPOTPAMM:

1. MHcnonb3yii COBpEMEHHBIE OMNEPALMOHHBIE CHUCTEMBI, HMEIOIIUE
CEpBhE3HBIN YPOBEHD 3aAIUTHI OT BPEJOHOCHBIX MPOrpaMM;

2. TlocrosHHO ycTaHaBnuBaii ma4yTH (IUGPOBBIE 3aIIATKH, KOTOPHIE
ABTOMATUYECKN YCTAHABJIMBAIOTCSA C LEJbIO JIOPAOOTKH MPOTrpaMMbl) U IPYTrUe
OOHOBJICHHS CBO€HM omepainroHHON cucTteMbl. CkaduBail HX TOJBKO C
opunmanbHoro caiita pazpadborunka OC. Eciau cCyliecTByeT pexum
aBTOMAaTUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. Paborail Ha cBOeM KOMIBIOTEpE MOJ MpaBaMU IOJIb30BATENsA, a HE
aAMUHHUCTpATOpa. DTO HE MO3BOJIMUT OOJIBIIMHCTBY BPEAOHOCHBIX MHPOTPaMM
MHCTAJUIUPOBATHCA HAa TBOEM MEPCOHATBHOM KOMIIBIOTEPE;

4. HWcnonp3yil aHTHUBHUPYCHBIE MPOTpaMMHBIE TPOAYKTHI H3BECTHBIX
MPOM3BOJIUTENEH, C aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub GU3UYECKUN JOCTYI K KOMIIBIOTEPY ISl TOCTOPOHHUX JIUIL;

6. Vcnonp3yit BHEIIHWE HOCUTENIM UHGOpPMALMM, Takue Kak (iemnika, JTUCK
uiu (aitn u3 UHTEPHETA, TOJIBKO U3 MTPOBEPEHHBIX UCTOUYHHUKOB;

7. He oTKpbIBail KOMMBIOTEPHBIE (HaMIIbl, MOTYYEHHBIE W3 HEHAJICKHBIX
UCTOUYHMKOB. [laxe Te (Qaliabpl, KOTOpble Mpucian TBOW 3HaKOMbIM. Jlydie
YTOYHH y HETrO, OTIPABJISUI JIU OH T€OE HX.

Cetn WI-FI

Wi-Fi - 510 He Buj nepeauu JaHHBIX, HE TEXHOJIOTHS, @ BCETO JIHUIIL OPEHI,
mapka. Eme B 1991 roay HuaepiaHackas KOMIIAHUS 3aperuCcTpUpoBajia OpeH.
"WECA", uto o6o3Hauyasio cnoBocoueranue "WirelessFidelity", koTopbiii



MePeBOIUTCS Kak "OecrnpoBOIHAS TOYHOCTh".

Jlo Haillero BpeMeHu Jiola pyras ab0peBuaTypa, KoTopas siBISETCS TaKOU
e TexHojioruer. Ito abopeBuarypa "Wi-Fi". Takoe Ha3zBaHue OBLIO JaHO C
HAMEKOM Ha CTaHJapT BbIciIed 3BykoBoil TexHuku Hi-Fi, uyto B mepeBoze
O3HA4aeT "BBICOKAsI TOYHOCTH .

Jla, GecruiaTHBIM MHTEPHET-AOCTYI B Kade, OTEIsIX U adpOIopTax sSBISETCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJIa B HHTEPHET. HO MHOIrME 3KCIEpThl CUUTALOT,
yTo obmieaoctynHbie Wi-Fi cetn He ABIsS0TCS O€30IaCHBIMU.

CoBeTsl 110 0€30macHOCTH PabOThI B OOIIEAOCTYMHBIX ceTsax Wi-fi:

1. He nepenasaii cBoxo JUUHYIO HHMOpMAIHIO Yepe3 oOmienocTymabie Wi-Fi
cetu. PaboTasi B HHUX, >KeJaT€JIbHO HE BBOJUTH MapoOJIM JOCTYIA, JIOTUHBI U
KaKHe-TO HOMEPa,;

2. Vcnonb3yit 1 OOHOBIIAN aHTUBUPYCHBIE MPOrpamMMbl U OpanaMayep. Tem
CaMbIM Thl 00€30MacuIllb ce0sl OT 3aKa4KU BUPYycCa Ha TBOE YCTPOMCTBO;

3. Ilpu wucnonszoBanun Wi-Fi orkmoun ¢ysknuo "OOmuil goctynm K
daiimam u mpunTepam'. JlaHHas (QyHKUMS 3aKphITa MO YMOJYAHUIO, OJHAKO
HEKOTOpBIC TOJIb30BATEIM AKTUBUPYIOT €€ JUIsl YJ0OCTBA HCIOJb30BaHUS B
pabote unu yueobe;

4. He wucnons3yid nyonmunbii WI-FI nng nepenaun JIWYHBIX JTaHHBIX,
HaMpUMep IS BEIXOJ1a B COITMATIbHBIC CETH WU B DJIEKTPOHHYIO MOYTY;

5. Ucnonw3yi TonbKo 3amuuieHHoe coeaunenue yepes HTTPS, a ne HTTP,
T.€. ipu Habope BeO-aapeca BBoaU uMeHHO "https://";

6. B moOmmsHOM Tenedone orkmoun ¢ynknuto "llogkmrouenne k' Wi-Fi
apromarndecku'. He momyckaili aBTOMaTHYECKOrO MOJKIKOYECHUS YCTPOWCTBA K
cetsam Wi-F1 6e3 TBoero coriuacusi.

ConuajabHble ceTH

ColmanbHble CETH aKTUBHO BXOJISIT B HAIly KU3Hb, MHOTHE JIFOJU Pa0OTAIOT
U SKUBYT TaM TIOCTOSIHHO, a B Facebook yxke 3apeructpupoBaH MuIHapi
YEJIOBEK, 4YTO SBJISCTCSA OJHOM CEIbMOM BCEX JKHUTEJIEeH ILIaHeThl. MHorue
MOJb30BAaTEIM HE IIOHUMAKOT, 4YTO HHGOpMaIKs, pa3MelleHHas HUMH B
COITMAJILHBIX CETSAX, MOXKET OBITh HaifJieHa U MCIIOJIh30BaHA K€M YIrOJHO, B TOM
quciie He 00513aTeNIbHO ¢ OJIaruMU HAMEPEHUSIMU.

OcHOBHBIE COBETHI 110 0€30MMaCHOCTH B COITMATBbHBIX CETAX:

1. Orpanuyb CUCOK Jipy3ei. Y Te0s B Ipy3bsiX HE IOJKHO OBITh CITy4alHbIX
1 HE3HAKOMBIX JIIOJICH

2. 3Jamuiail CBOK 4YacTHYIO >XU3Hb. He ykaspiBail maposiu, TenedoHsI,
afapeca, JaTy TBOETO POXISGHUS W JIPYyryHO JUYHYIO HH(pOpMaIuio.
3JI0YMBIIIUIEHHUKA MOTYT HCIOJIb30BaTh Jake MHGOpPMAIMI0 O TOM, KaK Thl U
TBOU POJUTENH TJIAHUPYETE MPOBECTU KAHUKYIIBI,

3. 3ammmiaii CBOIO peIyTaluio - JEpKU €€ B YUCTOTE M 3ajJaBail cede



BOIIPOC: XOTeJ OBl Thl, YTOOBI JApPYIrHe€ TMOJIb30BATEIN BHUACIH, YTO ThI
3arpykaemb? Ilogymai, mnpexae 4YeM 4dYTO-TO ONyOJIMKOBaTh, HAIKMCaTh H
3arpy3UTh;

4. Ecny Thl TOBOpHILB C JIOABMH, KOTOPBIX HE 3HACUIb, HE UCIIOJB3YH CBOE
peanbHOE UMS U APYTYIO JIMYHYI0 UHOOPMAIIUHU: UM, MECTO KUTEIbCTBA, MECTO
y4eObl U Mpoyee;

5. N36erait pazmemenus dororpaduit B MaTepHete, r/1e Thl H300pakeH Ha
MECTHOCTH, IO KOTOPOW MOKHO OMPEJICIIUTh TBOE MECTOTIOJIOKEHHUE;

6. Ilpu perucrpanui B COLMAJILHOM CETH HEOOXOJMMO MCIIOJIb30BaTh
CJIO’KHBIE TMApOJH, COCTOSIIIME U3 OYKB U IU(DpP U C KOJIMYECTBOM 3HAKOB HE
MeHee 8§;

(/. Jlns coluadbHOM CETH, IMOYTHl M JPYrUX CalTOB HEOOXOAMMO
UCIIOJIb30BaTh  pa3Hble Tmapoiu. Torga ecinu  TeOs  B3JIOMAKOT, TO
3JIOYMBIIUICHHUKH MOJIY4YaT JOCTYI TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHbIE T€HbI'H

DNEeKTPOHHBIE JEHBI'M - 3TO OYEHb YAOOHBIA CHOCOO IIaTeXei, OJHAKO
CYIIECTBYIOT MOIIEHHUKH, KOTOPBIE€ XOTAT MOJTYYUTh 3TU JICHBTH.

DNEKTPOHHBIE JIEHBI'M MOSBUIMCH COBCEM HEJIABHO MU UMEHHO M3-3a 3TOT'0 BO
MHOTHX TOCYJIapCTBax J0 CUX IMOpP HE MPOIMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (DYHKITMOHUPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, TJIe
UX Pa3lieNIAl0T Ha HECKOJBKO BUJIOB - AHOHUMHbBIE U HE aHOHWMHbIE. Pa3Huna B
TOM, YTO AHOHHUMHBIE - ATO T€, B KOTOPBIX pa3peliaeTcsi MPOBOJUTH OIEpaINU
0e3 wuAeHTU(PUKAIMK TOJIb30BATENs, & B HEAHOHUMHBIX HJACHTU(UKAIUSA
MOJIb30BATENS ABISETCS 0013aTEIBHOM.

Taxke creayer pasziuyarh dJIEKTPOHHBIE (UATHBIE JEeHBIM (pPaBHBI
rOCyJIapCTBEHHBIM Bal0OTaM) W 3JIEKTPOHHBIE HePUATHBIC I€HBI'M (HE PaBHBI
roCyJIapCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 10 O€30MacHOM PaboTe C IEKTPOHHBIMU JICHBI'AMU:

1. ITpuBsku K cueTy MOOUITbHBIN TeIe(OH. DTO camblil yIOOHBIN U OBICTPBIN
CIoco0 BOCCTAaHOBUTH AOCTYH K cueTy. IIpuBsizaHHBIN TenePoH MOMOXKET, €CIH
3a0yJielllb CBOM TUIATEKHBIM TapoJib WJIM 3aiJielllb Ha CAaT ¢ HE3HAKOMOTO
YCTPOMCTBA,;

2. Hcnonp3yin omHopa3zoBeie maponu. [locne mepexoma Ha YCUIICHHYIO
aBTOpHU3AIlUI0 TeOe yke He OyJeT yrpoXKaTh OMACHOCTh KPaKH WM TepexBaTa
MJIATEKHOTO MapoJis;

3. Beibepu cnoxnblii maposb. I[IpectynHukam OyneT HE MPOCTO yraaaTh
CIOKHBIA maposib. HaxexHsle maponu - 3TO Napoiv, KOTOPBIE COIEpKAT HE
MEHEE 8 3HAKOB W BKJIIOYAIOT B CE€0s CTPOYHBIE U MPOIMUCHBIE OYKBBI, IUPPHI U
HECKOJIbKO CHUMBOJIOB, TaKM€ KaK 3HaK Jojuiapa, pyHTa, BOCKIMUIATEILHBINA 3HAK
u 1.11. Hanpumep, $tROng!;;



4. He BBOJIM CBOM JINYHBIC JaHHBIC HA CAlTax, KOTOPBIM HE JOBEPSCIIb.

JJIEKTPOHHAS MOYTA

DJIEKTPOHHAS II0YTa - 3TO TEXHOJIOTHS W MPENOCTABISIEMBIE €H0 YCIYTH I10
MEPECHUIKE U MOJYYEHUIO DJIEKTPOHHBIX COOOIICHHM, KOTOPBIE PACTIPEICIISIIOTCS
B KOMIIbIOTEpHOU ceTh. OOBIYHO HJIEKTPOHHBIA MOYTOBBIN SIMIUK BBITJISIAUT
clenyomuM o0pa3oM: HMs_TMOJb30oBaTensi(@uMs_gomeHa. Takxke Kpome
nepeiaur MpoCTOro TEKCTa, UMEETCsl BO3MOXKHOCTD TepeiaBaTh (paiiibl.

OCHOBHBIE COBETHI IO O€30MACHOM PabOTE C IEKTPOHHOM MOYTOM:

1. Hamo BwIOpaTh mpaBWIbHBIA TOYTOBBIM cepBUC. B HHTEpHETE €CTh
OTPOMHBIN BBIOOpP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIy4Ill€ JOBEPSATH
TE€M, KOT'0 3HACIIb U KTO MIEPBBIN B PEUTUHIE;

2. He yka3pIBail B TMYHON MOUTE JHUUHYIO HHPopManuto. Hampumep, aydie
BBIOpaTh "My3bIKadbHbIA (paHaT@" wim "pok2013" Bmecto "Temal3";

3. Hcnonp3yi ABYXATAIHYK) aBTOPU3ALMIO. DTO KOTrJAa IIOMHMO IapoJs
HY>KHO BBOJIUTh KOJ, IPUCBIJIA€MbIN 110 SMS;

4. BpiOepu CIIOXKHBIN Maposib. [ KaXK10ro MOYTOBOTO SIIMKA TOJKEH ObITh
CBOM HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Eciu ectb BO3MOXHOCTh HANMCAaTh CAMOMY CBOM JIMYHBIM BOIIPOC,
HCMOJIB3YU 3Ty BO3MOXHOCTb;

6. Hcronmb3yl HECKOJIBKO TOYTOBBIX ANMKOB. IlepBbI 11 4YacTHOM
MEPENUCKHU C aIpecaTamMu, KOTOPBIM Thl JOBEPSECIIb. DTO 3JIEKTPOHHBIN aJIpec HE
HaJI0 UCIOJB30BaTh MPU PETUCTPAIIUU HAa PopyMax U caliTax;

7. He oTkpbiBail (paitinbl U Apyrue BIOKEHUS B MHUCbMAaX, AK€ €CIU OHU
MPULLIM OT TBOMX JIpy3€il. Jlyulie yTOUHHM y HUX, OTOPABISIINA JU OHU TeOe 3TU
(aiiib;

8. Ilocne oxkoHUaHusi pabOThI Ha MOYTOBOM CEpPBHUCE IEpell 3aKpPhITHEM
BKJIAJIKU C CAaliTOM He 3a0y/1b Ha)kaTh Ha "Beidtu".

Kn0epOy/uIMHT WM BUPTYAJbHOE M31€BATEIbCTBO

KubepOymnuur -  mpeciieiOBaHHE  COOOIICHUSIMH,  COJEp KAIIUMHU
OCKOpOJIEHUSI,  arpeccuto,  3alyruBaHWe;  XYJIUTaHCTBO;  COLMAJIBHOE
OOMKOTHPOBAHUE C TOMOILIBIO PA3TUYHBIX HHTEPHET-CEPBHUCOB.

OCHOBHBIE COBETHI 110 0OpbOE C KUOEPOYIITMHTOM:

1. He Opocaiics B 60i1. JIydmmii crioco0: MOCOBETOBATHCS Kak ceOsl BECTH H,
€CJIM HET TOr0, K KOMY MOYKHO OOpaTHUTHCS, TO BHa4YaJle YCIOKOUThCA. Ecnu ThI
Ha4yHElb OTBEYaTh OCKOPOJICHHSIMU Ha OCKOpOJIEHHUS, TO TOJBKO €lle OoJblie
Pa30XKKEITb KOH(PIIHKT;

2. Yrpagisii cBoel KubeppenyTanue;

3. AHOHUMHOCTb B ceTh MHUMAas. CylIeCTBYIOT CIOCOOBI BBISICHUTH, KTO
CTOWT 32 aHOHUMHBIM aKKayHTOM;



4. He ctout BecTH XYyJWTaHCKHN 00pa3 BUPTyalbHOW >Xu3HU. MHTEepHeT
(duUKcUpyeT BCE€ TBOM JACHCTBUSI U COXpaHSET UX. YJAIUTh UX OyAeT KpalHe
3aTPyAHUTEIBHO;

5. CoGmtofaii CBOIO BUPTYAIbHYIO YECTh CMOJIONY;

6. Hraopupyit eauHuuHbIii HeratuB. (OJIHOpPA30BBIE OCKOPOUTEIbHBIC
cooOmieHust Jy4iie urHopupoBaTb. OOBIUHO arpeccusi Mpekpamniaercs Ha
HadaJIbHOM CTaguu;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMHM COOOIICHHUSMU, B
COIIMAJIbHBIX CETSX €CTh BO3MOXXHOCTHb OJIOKHPOBKH OTIIPABKH COOOIIEHUHN C
ONPENCIICHHBIX aPECOB;

8. Ecnu Thl cBUAETENh KUOEpOYyUIMHTa. TBOM NEUCTBUS: BBICTYIIUTh MPOTUB
MpeciieIoBaTelisl, MOKa3aTh €My, YTO €ro JICHCTBUS OIICHHBAIOTCS HETATUBHO,
MOJJIEPKATh >KEPTBY, KOTOPOM HY>KHA TMCUXOJOTHYECKash MOMOIb, COOOIIUTH
B3POCJIBIM O (DaKTE arpeCCUBHOIO MOBEICHUS B CETH.

MoOuabHbIi TeedoH

CoBpemMenHble cMapTHOHBI U TJIAHIIETHI COJIEPKAT B c€0€ BIOJHE B3POCIbIN
(GyHKIIMOHANI, W TEeMmepb OHM MOTYT KOHKYPHUPOBaTh CO CTallMOHAPHBIMU
KoMmnberoTepaMu. OAHAKO, CPENCTB 3allUThl IS MOJOOHBIX YCTPOMCTB IOKa
O4YE€Hb Majo. TecTUpoBaHME U MOMUCK YSA3BUMOCTEM B HUX MPOUCXOJHUT HE TaK
MHTEeHCUBHO, Kak 1 [1K, To e camoe kacaeTcs 1 MOOMIIbHBIX MPHUIIOKEHUH.

CoBpemeHHbIE MOOWIIbHBIE  Opay3epbl YK€ MPAKTHUYECKA JIOTHAJIU
HACTOJIbHBIE AHAJIOTH, OJIHAKO paclIupeHue (PyHKIHMOHAda BJIEYET 3a COOOM
OOJIBIIIYIO CJIOKHOCTh U MEHBIIYIO 3alUIIEHHOCTbD.

Jlaneko He Bce MPOU3BOAUTEIN BBIMYCKAOT OOHOBJIEHWS, 3aKPbIBAIOIIHE
KPUTHUYECKUE YSI3BUMOCTH JIJII CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI 151 0€30MACHOCTH MOOUIILHOTO Tene(dOoHa:

Huuero He siBisIeTCA MO-HACTOAIIEMY OECIUIaTHBIM. ByJlb OCTOpOXKEH, BE/b
Korjga TeOe mpenjarairoT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKHe-TO IUIATHBIE YCIIYTH;

Hymaii, ipexae yeM oTipaBuTh SMS, ¢hoto unu Buaeo. Thl TOUHO 3HAEIIIb,
r7ie OHU OYJIyT B KOHEYHOM HUTOTE?

Heob6xoaumMo 0OHOBIISTH ONEPAIMOHHYIO CHCTEMY TBOETO CMapT(oOHa;

Hcnonb3yit aHTUBUPYCHBIE TPOTPAMMBI JJIs1 MOOMIIBHBIX TENE()OHOB;

He 3arpyail mpuiioKeHuss OT HEU3BECTHOTO MCTOYHUKA, BEIb OHU MOTYT
COJZIEpaTh BPEIOHOCHOE MPOrPAMMHOE 00ECTICUCHHUE;

[Tocne Toro kak Thl BBIMJEHIb C CalTa, /i€ BBOJAWI JIMYHYIO WUH(POPMALIHIO,
3aiiIu B HACTPOUKHU Opay3epa U yaanu cookies;

[leprnonnyecku NpoBeEpPsiid, KAKKE IUIATHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEPE;

JlaBaii cBoil HOMEp MOOWUJILHOTO Tele(OoHA TOJIBKO JOMASM, KOTOPBIX ThI



3Haelllb U KOMY JIOBEpSICIlIb;
Bluetooth noykeH ObITH BBIKJIFOYEH, KOT/Ia Thl MM HE mMoJib3yelibes. He
3a0bIBall MHOTJA TIPOBEPATH ITO.

Online urpel

CoBpEeMEHHBIC  OHJIAMH-UTPBI - 3TO  KPACOYHBIE, 3aXBaThIBAIOIINE
pa3BiieueHUs, OOBEAMHSIONINE COTHU THICSY 4YENIOBEK MO Bcemy mupy. Mrpoku
UCCIIEYIOT TaHHBI UM MHp, OOIIAOTCS APYT € JPYroM, BBINOJHSIOT 3aJaHus,
Cpa)karoTCsi ¢ MOHCTPaMHM M IOJYyYarOT OMNBIT. 3a yAOBOJbCTBHE OHU ILIATHT:
MOKYMAaT IUCK, OTUIAYUBAIOT a0OHEMEHT UK TPUOOPETAIOT KaKHUEe-TO OIIIHH.

Bce atu cpeactBa uayT Ha MOAIEPKAHUE U PA3BUTUE UTPHI, a TAKKE HA CaMy
0€30IaCHOCTh: COBEPIIICHCTBYIOTCS CUCTEMbI aBTOPU3AIINH, BBIITYCKAIOTCSI HOBBIC
natyu (1udpoBbIEe 3alIaTKU JJIsE OpOrpamMM), 3aKpbIBAIOTCA YA3BUMOCTU
CEpPBEPOB.

B 1omoOHBIX Wrpax CTOUT OINAacaTbCid HE CTOJIBKO CBOMX COIEPHHUKOB,
CKOJIBKO KPa)XM TBOETO MApOJiA, HA KOTOPOM OCHOBAaHA CUCTEMa ABTOPU3ALINHU
OOJIBIIMHCTBA UTP.

OcCHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOTO AKKAYHTA:

1. Ecnu npyroit urpok BeaeT ceOsl TI0X0 WIM CO3/1aeT TeOe HEMPUITHOCTH,
3a0JIOKUPYH €r0 B CIIUCKE UTPOKOB;

2. Ioxanmylcss aIMUHHACTPATOPaM UTPbI HA TIOXOE MTOBEAEHHUE ITOTO UTPOKA,
KEJIATENbHO MPUIOKUTh KAKHUE-TO JI0KA3aTENIbCTBA B BUJE CKPUHOB;

3. He yxa3piBaii 1uuHy0 nHOOpMaIuio B ipodaiisie Urpsl;

4. YBaxxau Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuUMAIbHBIE TATYU U MO/IBI;

6. Mcnonb3yl CIIOKHBIE U Pa3HbIE APOJIH;

7. J1axxe BO BpeMsl UI'PbI HE CTOUT OTKJIIOYATh aHTUBUPYC. [10Ka ThI Urpaeiisb,
TBOM KOMITBIOTEP MOTYT 3apA3UTh.

@OUIIMHT WIH KPajKa JUYHBIX JAHHBIX

OOBIYHOM Kpa)keil AEHEr U JTOKYMEHTOB CETOJIHS YK€ HUKOIO HE YJIUBUIIb,
HO C Pa3BUTUEM HMHTEPHET-TEXHOJOTHH 3JI0YMBIIIJICHHUKH TEPEMECTUIIUChH B
WHTEPHET, U IPOJIOJIKAIOT 3aHUMATHCS " MIOOUMBIM" JIEJIOM.

Tak mosiBUach HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUILUHT,
[JIaBHAsl 11eJb KOTOPOTO COCTOUT B TMOJYYEHUM KOH(PHUIACHIHMATBHBIX JaHHBIX
MOJIb30BaTeNeH - JOTMHOB U mapojei. Ha anrnuiickom si3bike phishing yurtaercs
kak umuHr (ot fishing - peiOHas noBid, password - Tapob).

OCHOBHBIE COBETHI IO 0OPHOE C PUITMTHTOM:

1. Cnenu 3a cBOoMM akkayHTOM. Eciu Thl mogo3peBaciib, YTO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXoaAMMO 3a0JIOKMpPOBaTh €€ W COOOIIUTH
aIMUHUCTpATOpaM pecypca 00 3TOM KaK MOXKHO CKOpEE;



2. Ucnonp3yit 6e301acHbie B€O-CalThl, B TOM YHUCJIE, HHTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Ucnonw3yil clOKHBIE W pa3Hble maposu. Takum oOpa3oM, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKU IOJYy4YaT JOCTYIl TOJBKO K OJIHOMY TBOEMY
po(uiII0 B CETH, @ HE KO BCEM;

4. Ecnu T1eOs B3JIOMalid, TO HEOOXOAMMO MPEayNpeIuTh BCEX CBOUX
3HAKOMBIX, KOTOpPbIE J0OABJIEHBI y T€OS B APY3bSIX, O TOM, 4TO T€Os B3JIOMAIIU U,
BO3MOXHO, OT TBOETO HUMEHM OyJeT pacchbulaThCsl ClaM W CCBUIKM Ha
(UIIUHTOBBIE CANTHI;

5. YcranoBu HanexHbid naposib (PIN) Ha MOOUIBHBIN TenedoH;

6. OTKJIIOYM COXpaHEHHE T1apoJisi B Opay3epe;

7. He oTtkpbiBail (paitibl U Apyrue BIOXKEHUS B MHUChbMaX, JIaK€ €CIU OHU
MNPUILIA OT TBOUX Jpy3ei. Jlydiie yTouHu y HUX, OTIPABISIIN JIM OHU TeOe 3TU
(aiisbl.

IMudposas penyranus

[udporas penyTaiusi - 3TO HEraTMBHAas WM MO3UTHBHAs WH(oOpmaIiys B
cetu o tede. KommpomeTrupyromas uHpopmMaiusi, pa3MelieHHas B UHTEPHETE,
MOET CEpbE3HBIM 00pa3OoM OTPa3UThCs HAa TBOEH peanbHOU xku3HU. "[{udposas
penyTanus" - 3T0 TBOM UMHJIK, KOTOPbIH (hopMuUpyeTcs: U3 nHPpopMaIuu o Tede
B UHTEPHETE.

TBoe mecTo KuUTENbCTBA, YueObl, TBOE (DUHAHCOBOE TOJOKEHUE,
0COOEHHOCTH XapaKTepa U paccKas3bl O OJM3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue noJIpOCTKU JIETKOMBICIEHHO OTHOCSTCS K MyOJIMKAIMU JUYHOU
uHpopmanuu B IHTepHETE, HE TOHMMAasi BO3MOKHBIX MOCIeNCTBUNA. Thl Jaxe He
CMOXeEIllb A0TaaThCsa O TOM, 4TO (hoTorpadusi, pa3MelleHHas 5 JeT Ha3al, cTana
MPUYMHON OTKa3a NpUHSATH TeOsI HA padoTy.

KommenTapuu, pazmenienue TBoux ¢ororpaduili U Apyrue IeUCTBUSI MOTYT
HE HCUE3HYTh JaXXe IOCJIE TOro, Kak Thl HUX yJadulllb. Thl HE 3HAEIIb, KTO
COXpaHWI 3Ty HH(pOpMAIMIO, ToMNajga JU OHAa B IOUCKOBBIE CHUCTEMBI H
COXpaHWIAach JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOE OKpYyXKarolue oA,
KOTOpBIE HAMAYT U YBUAAT 3T0. HaliTh nHpOpMAIIUI0 MHOTO JIET CITYCTSI CMOKET
000 - Kak U3 J0OphIX MOOYXJACHUN, TaK U C HAMEPEHHEM NPUYUHUTH BPE/I.
DTO MOXKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIIUTE TUPPOBOI penyTaIlUN:

1. ITogymaii, npexJie 4em 4To-To MyOJIMKOBATH U MEepeIaBaTh y ceds B Oiore
WJINA B COLIMAJILHOM CETH;

2. B nacrtpoiikax mpoduiis yCTaHOBH OTPAHMYEHHS Ha MPOCMOTP TBOETO
npouiis U €ero COAEPKUMOTr0, ClIeNIail ero TOIbKO "1yis apy3ei”;

3. He pa3mMemaii 1 He yka3biBail MH(OpPMAIIKIO, KOTOpasi MOXKET KOro-1udo
OCKOPOJISITh UJIK OOMKATh.



ABTOpPCKOE NIPaBo

CoBpeMEHHbIC IIKOJIBHUKKA - AaKTUBHBIC TOJIb30BaTeIu LHUPPOBOIO
npoctpancTtBa. OJHAKO JaJeKO HE BCE 3HAKOT, YTO IIOJb30BAHWE MHOTHMU
BO3MOXKHOCTAMH  ITM(GPOBOTO  MHpa TpeOyeT coOMoJeHuss TMpaB  Ha
MHTEJJIEKTYaIbHYI0 COOCTBEHHOCTb.

TepmMun "uHTENIEKTyajdbHasi COOCTBEHHOCTH' OTHOCHUTCS K Pa3IMYHBIM
TBOPEHHUSAM 4YEJIOBEYECKOr0 yMa, HauyMHasi C HOBBIX HM300pPETEHUN M 3HAKOB,
0003HaYaIONIMX COOCTBEHHOCTh Ha MPOJYKTHI U YCIYTH, U 3aKaHYMBAsI KHUTAMH,
doTorpadusamu, KUHOGUIbMaAMU U MY3bIKAIbHBIMU POU3BEICHUSIMH.

ABTOpCKHME TpaBa - 3TO IpaBa Ha HHTEIUICKTYaJbHYI0 COOCTBEHHOCTHh Ha
MPOW3BEACHUS HAYKH, TUTEPATyPhl U UCKYCCTBA. ABTOPCKHE ITPaBa BHICTYNAIOT B
Ka4ueCTBE TapaHTUM TOrO, YTO MHTEIJIEKTYaIbHBIN/TBOPUECKUNA TPy aBTOpa HE
OyIneT HampacHbIM, J1acT €My CIIpaBeIJIMBbIE BO3MOXKHOCTU 3apaboTaTh Ha
pe3yJibTaTax CBOEro Tpyjda, MOJYYUTh WM3BECTHOCTh M mNpu3HaHue. Hukto 0e3
paspemieHuss aBTOpa HE MOXKET BOCHPOU3BOJIUTH €r0  IMPOU3BEACHHUE,
pacrpocTpaHsTh, MyOJWYHO JAEMOHCTPUPOBATh, NPOJABaTh, HUMIIOPTHPOBATH,
MyCKaTh B MPOKAT, MyOJIMYHO UCIOIHATH, TOKA3bIBATH/UCIIONHTH B 3(UpPE WIH
pasMmewars B IHTEpHETE.

Wcnonp3oBanue '"muparckoro" MPOTPaMMHOTO  OOECTEUEHUS  MOXKET
MPUBECTH K MHOTMM pHUCKaM: OT MOTEPU JAaHHBIX K TBOMUM akKKayHTaM Ji0
OJIOKMPOBKHU TBOETO YCTPOMCTBA, T/I€ yCTAaHOBJICHA HeJlerajabHas mporpamma. He
CTOUT TaKXk€ 3a0bIBaTh, UTO CYIIECTBYIOT JIETAIbHBIE U OE€CIUIATHBIE TPOTPAMMEI,
KOTOPBIC MOKHO HANTHU B CETH.

O nmopraJie

CeteBUUYOK.p(] - TBOM I'JIaBHBIM COBETYMK B CETH. 371€Ch Thl MOXKEIIb y3HATh
0 0€30IaCHOCTH B CETHU MOHSTHBIM U IOCTYIIHBIM SI3bIKOM, & IIPU BOBHUKHOBEHUHU
KPUTUYECKOW CHUTYyalluu OOpATUTHCA 3a COBETOM. A TakXe MPUHATh Y4acTHE B
KOHKYpPCaxX M CTaTh CaMbIM ITU(PPOBLIM I'pakTaHUHOM !



